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Summary
● Access Now and the Digital 

Security Helpline
● Statistics 
● Why Digital Security matters?
● How we help
● Essential Digital Security Hygiene 

recommendations 
● Using Signal 
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An international human rights organization that works to 
defend and extend the digital rights of users at risk around 
the world. 

By combining innovative policy, global advocacy, and direct 
technical support, we fight for open and secure 
communications for all.
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Policy: Development and promotion of rights respecting policies.

Advocacy: Working on interacting directly with the users and provide a deep 
engagement of users through campaigns and events.

Grants: providing flexible and grantee-driven funding to grassroots and 
frontline organizations fighting for human rights in the digital age.



DIGITAL SECURITY HELPLINE
The Digital Security Helpline 
is a free of charge resource 
for at-risk civil society 
groups. 

24/7
Available 24 hours a day, 7 days a week, 
365 days a year

Nimble
Responsive to incidents in a rapid, efficient, 
and uniform manner

Multilingual
Fluent in English, Arabic, French, Spanish, 
Portuguese, Russian, and Filipino

SAN JOSE, 
COSTA RICA
4  Helpline Staff 
members

BERLIN, 
Germany
6  Helpline Staff 
members

TUNIS, 
TUNISIE
2 Helpline Staff 
members

MANILA, 
PHILIPPINES
3 Helpline Staff 
members
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158 digital security requests received involving 
environmental activists and organizations

28 23 14
Top 3 countries over the 6 years on more than 6000 incident treated

Top Category of incidents treated 
Preventative : Security assessment : 10 

Reactive : Incidents related to online accounts : 42 

Top 2 online accounts platforms 

25 9
6
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Health Check
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Why Digital Security matters ?

Non targeted attacks 

Targeted attacks 
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Some of the Questionnaire results



10

What is the electronic attack that you fear the most on the internet ? 19 responses
What type of digital attacks did you encounter ? 10 responses

Non Targeted Targeted 

● Attack by malware, Phishing 

and Hacking and identity theft.

● Stolen credentials : Hacking 

facebook or twitter account, 

losing  emails

● Attack on the website 

● Phishing

● Surveillance, Tracking

● The recording of all my information : could be accessed at a later date by 

unscrupulous adversaries

● Our partners identities revealed 

● Smear campaigns

● Attack by malware, Phishing and Hacking and identity theft.

● Discredit attacks, disclosure of intimate information, promotion of violence

● Stolen credentials : Hacking facebook or twitter account, losing  emails

● Massive attack by extremist right groups

● Attack on the website 

● Phishing



11

Preventative services
Organizational Digital Security assistance : 

Lightweight Security Assessment :

● Learning about our beneficiaries and their needs 
● Identify Top 3 organizational security area of improvements 
● Assist implementing the measures 

Eg : E.g. assess the security of an organization's website, review/assist with building a digital security policy (onboarding, 

offboarding, traveling tips, etc …), set up email encryption for all team members, harmonize and improve the security of the adopted 
communication tools, etc...

Based on                                  https://safetag.org/ Security Auditing Framework and Evaluation Template 

https://safetag.org/
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Reactive services
● Direct escalation channels with top social platforms

We successfully built a trust based relationship with the most used 
online platforms

● Stolen devices
● Online attacks (DDoS, defacement, etc ... )

Thanks to the experience gained on similar incidents and thanks to our 
continuous availability, we can intervene very quickly in several languages
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Essential Digital Security Recommendations 1/3 
● Secure your browsing

○ Using only the browser plugins you need : our recommended ones are 
■ Privacy badger, HTTPS everywhere, and uBlock origin 

○ Avoid clicking on suspicious links

● Keep your systems and applications (browsers) up to date
● Windows users : Make sure you have a running antivirus

○ PS : Windows Defender is good ! have :                            running with it 

● Use a password manager and use 2-factor authentication
● Use a VPN, especially when connecting to an untrusted network   

FREE options 
: Psiphon 
Riseup 

Paid options :
Tunnel Bear
Mullvad 

https://malwarebytes.com
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Basic Digital Security Recommendations 2/3 

How to spot a phishing attack 

● Watch out for emotions 
● Examine: sender address, email tone, sender signature 
● Lookout for common indicators : 

Links, attachments, login 

Source : https://cofense.com/wp-content/uploads/2016/07/phishme-how-to-spot-a-phish.pdf
Read more about phishing attacks here : https://ssd.eff.org/en/module/how-avoid-phishing-attacks

14

https://cofense.com/wp-content/uploads/2016/07/phishme-how-to-spot-a-phish.pdf
https://ssd.eff.org/en/module/how-avoid-phishing-attacks
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More Digital Security Recommendations: Recap

How good are you at staying safe 
online? Here's a fun way to find out: 
see how many of these you can 
scratch off in our Digital Security 
Bingo!
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Some of the Questionnaire results : a trend about secure 
communication 

Is there any digital security topic in particular you want to know about ? 19 responses

● Best practices for communicating securely with defenders

● Best methods to communicate securely; seem to change so frequently, we had thought whatsapp secure, but 

no…

● what are the risks in the communication tools we use, or in the most common communication tools.

● phone communications and why and when we should use signal instead of WhatsApp, what are the dangers of 

using whatsApp

If the reply to the previous question is Yes, what type of digital attacks did you encounter ? 

10 responses

● Tracking of communications and location data

What are the skills you are aiming to acquire with the training ? 24 responses

● Best practices for communicating securely with defenders

● How to better protect my data and communicate safely with others
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Secure messaging : Signal

Download Download

● Open source and audited
● End-to-end encrypted

○ Text messages
○ Calls

● Disappearing messages
● Robust Privacy policy  

Download

https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms&hl=fr
https://apps.apple.com/us/app/signal-private-messenger/id874139669
https://signal.org/fr/download/
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Disappearing messages 

Secure messaging : Signal
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Difference with WhatsApp

● Both are end-to-end encrypted, but 

WhatsApp is :
● Owned by a for profit company 
● Collects metadata

Why Metadata matters ?
https://ssd.eff.org/en/module/why-metadata-matters

https://ssd.eff.org/en/module/why-metadata-matters
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Thank you for your attention! 
Questions?

Do not hesitate to follow up with us on:

help@accessnow.org

6CE6 221C 98EC F399 A04C 41B8 C46B ED33 
32E8 A2BC


